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n Goal: Construct repositories of person-specific DNA for 
pharmacogenetic and biomedical research

n Challenge: Need to merge, store, query records securely 
without violating privacy
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Privacy Enhancing Technologies
n Cryptographic techniques
¨ Symmetric key systems 
¨ Public key systems
¨ Homomorphic Encryption

n Certain operations on the encrypted data sets are 
possible using Homomorphic encryption

¨ Id-based encryption
n Any string (bob@company.com) could be public key 

in Id-based encryption
¨ Cryptographic Hardware 

n Encryption keys can be stored securely.

mailto:bob@company.com
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Privacy Enhancing Technologies

n Anonymization techniques
¨ Non-individually identifiable data sets with formal 

privacy guarantees could be released using 
techniques such as k-anonymity.

n Data analysis & Digital Forensics techniques
¨ Audit logs
¨ Online auditing tools
¨ Digital Forensics techniques
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Example:
Secure Record Management 

(Kantarcioglu, Jiang, Liu, Malin, IEEE TITB 2008)

n Data Providers
n Third Party Data Managers ß Required
n Data Users Data Site (DS)

u

Key Holder Site (KHS)
with private key

Public Key

Key Generation: <public, private> 
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Architecture
(Kantarcioglu, Jiang, Liu, Malin, IEEE TITB 2008)

Hospital 1

Hospital j
Encrypted Databases

Data Site (DS)

Encrypted DNA
(via DS public key)

v

Data Encryption



7

Encrypted Databases

Data Site (DS)

Key Holder Site (KHS)
with private key

Research Queryw
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y Decrypted Result

Architecture
(Kantarcioglu, Jiang, Liu, Malin, IEEE TITB 2008)
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n Other capabilities of our system
¨Privacy-preserving audits
¨Efficient privacy-preserving data integration 

using anonymized data.
n Current limitations
¨Slower compared to non-secure versions.
¨More storage is needed.

Architecture
(Kantarcioglu, Jiang, Liu, Malin, IEEE TITB 2008)
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Conclusions

n Existing technologies enable privacy-preserving 
biological data integration, storage and querying.

n The trade-off is between cost versus privacy 
¨ Almost any task could be achieved without violating 

privacy.
n With more research, all the potential benefits of 

“biological data” could be unlocked at a 
reasonable cost without violating individual 
privacy.
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